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1. Overview

1.1 Purpose

Refer to Section 3 Policies and Procedures

1.2 Scope

Refer to Section 3 Policies and Procedures

1.3 Related documents

e Promoting British Values

1.4 Reviews

Refer to Section 3 Policies and Procedures

1.5 Equality Impact Assessment

Under the Equality Act 2010 the College is obliged not to discriminate against people on the basis of age,
disability, gender, gender identity, pregnancy or maternity, race, religion or belief and sexual orientation.

This policy has been equality impact assessed and the Governing Board believes that it is in line with the

Equality Act 2010 as it is fair, it does not prioritise or disadvantage any student or any other connected party
and it helps to promote equality at the College.

Bishop Perowne CE College ** Printed versions of this document are uncontrolled ** 4/18



Bishop General | Public
Perowne

Ll o STU-04 Mobile ‘phone and Electronic Devices | 1.3

2 RESPONSIBILTY FOR THE POLICY AND PROCEDURE

2.1 Role of the Governing Board

The Governing Board has:

delegated powers and responsibilities to the Headteacher to ensure all college personnel and
visitors to the college are aware of this policy;

responsibility for ensuring this policy and all policies are maintained and updated regularly;
responsibility for ensuring all policies are made available to parents;

nominated a link governor to visit the college regularly, to liaise with the Head teacher and the
coordinator and to report back to the Governing Board;

responsibility for the effective implementation, monitoring and evaluation of this policy

2.2 Role of the Headteacher

The Head teacher will:

ensure all College personnel, students and parents are aware of this policy;
work closely with the link governor and coordinator;

provide guidance, support and training to all staff;

monitor the effectiveness of this policy;

** Printed versions of this document are uncontrolled **
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3 POLICY AND PROCEDURES

This policy sets out the College’s framework for determining what is acceptable use and unacceptable use of
mobile phones and electronic devices at College.

The purpose of this policy is to prevent unacceptable use of mobile phones, camera phones, music players
and all other electronic devices by students thereby to protect the College staff and students from
undesirable material, filming, photography, harassment and intimidation. It is also to ensure that mobile
phones and electronic devices are not a distraction from learning.

For the purpose of this policy, all references to “mobile phones” are to include music players, cameras and
all other electronic devices.

3.1 The Policy

Bishop Perowne, Church of England College have a clear policy on the use of mobile and smart technology.
We understand the fact many children have unlimited and unrestricted access to the internet via mobile
phone networks (i.e. 3G, 4G and 5G). This access means some children can sexually harass, bully, and control
others via their mobile and smart technology, share indecent images consensually and non-consensually
(often via large chat groups) and view and share pornography and other harmful content possibly whilst at
school. We have carefully considered how this is managed on our premises and reflect this in our policies.
Mobile phones are not permitted onsite and should be confiscated if seen.

e Mobile phones should not be brought in to College at all.

e The College recognises that the parent/carer may want their child to have a mobile phone for their
journey to and from College. By sending their child to Bishop Perowne Church of England College,
parents/carers are agreeing to the terms of the policy.

e Where a mobile phone is brought in to College for the above purchases, it is at the
student/parent/carer’s own risk and should be handed into Student Services at the start of the day
and collected at the end of the school day. Staff at the College will not use valuable teaching,
planning, preparation or assessment time looking for or investigating issues in relation to mobile
phones.

e Mobile phones must be turned off when handed in.

e Itis forbidden for students to use their mobile phones to record, take pictures/images or play music
through external speakers on whilst on the College site. In addition, it is forbidden for students to
use their mobile phones to participate on social media whilst on the College premises this includes
but is not limited to; Facebook, Instagram, TikTok and Snapchat. This also includes any form of live
streaming.

e The College may involve the police to protect and safeguard everyone in the College if we suspect
that still or moving images have been recorded on a mobile phone.

e Inaccordance with advice and guidance from the Department of Education, the College reserves the
right to search the content of a confiscated device where there is reasonable suspicion that it may

** Printed versions of this document are uncontrolled **
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contain undesirable material, including those, which promote pornography, violence or bullying. We
will seek to contact parent/carers before searching a mobile phone. If this is not possible we reserve
the right to do this without parent/carer knowledge or consent.

e Staff have the power to examine data, image or files on any electronic device if it could be used to
cause harm, disrupt learning or teaching, break College rules or break the law. If inappropriate
material is found, the member of staff will decide whether they should delete the material, retain it
for evidence or whether the material requires the involvement of the police.

3.2 Online Safety

Bishop Perowne, Church of England College ensures that children are safeguarded from potentially harmful
and inappropriate online material including those accessed via mobiles or other electronic devices. We have
an effective whole College approach to online safety that empowers us as a College, to protect and educate
students, our staff in their use of technology and establishes mechanisms to identify, intervene in, and
escalate any concerns where appropriate. This includes educating our students about the appropriate
behaviours and critical thinking skills to enable them to remain both safe and legal when using the internet
and related technologies. This is done through Assemblies, our Student Bulletin, Tutor activities as well as
our PSHE and IT lessons as well. We also ensure that filters are in place to prevent access to unsuitable sites
and we will monitor the use of the school network and internet (via Impero) to ensure that any student or
staff member attempting to access inappropriate, abusive or harmful material is appropriately advised,
supported and if necessary sanctioned. Following the Covid-19 pandemic and subsequent lockdowns, we
have increasingly used online platforms for our students to work from home. We will continue to advise
parents/carers on how to keep their son/daughter’s safe whilst using the internet and how to manage and
report concerns accordingly. Staff are aware that abuse can take place solely online as well.

The breadth of issues classified within online safety is considerable, but can be categorised into four areas of
risk:

Content

Being exposed to illegal, inappropriate or harmful content, for example:

o Pornography

o Fake news

o Racism

o Misogyny

. Self-harm

. Suicide

o Anti-Semitism

J Radicalisation and extremism
Contact

Being subjected to harmful online interaction with other users, for example:
o Child on child pressure
o Commercial advertisings

** Printed versions of this document are uncontrolled **
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o Adults posing as children or young adults with the intention to groom or exploit them for sexual,
criminal, financial or other purposes’.
Conduct
Personal online behaviour that increases the likelihood of, or causes, harm, for example:
. Making, sending and receiving explicit images (e.g consensual and non-consensual sharing of
nudes and semi-nudes and/or pornography)
o Sharing other explicit images and online bullying.

Commerce
Risks such as:

. Online gambling
o Inappropriate advertising
. Phishing and/or financial scams. These scams can also be reported it to the Anti-Phishing

Working Group at the following: APWG | Unifying The Global Response To Cybercrime

We ensure online safety is a running and interrelated theme whilst devising and implementing policies and
procedures including how online safety is reflected in other relevant policies. We consider online safety
whilst planning the curriculum, any teacher training, the role and responsibilities of the Designated
Safeguarding Lead and engaging with parents to raise an awareness in order to support their children.

3.3 Safeguarding students from Extremism and Radicalisation

Bishop Perowne, Church of England College recognises the role that mobile phones and electronic
devices play in extremism and radicalisation. We know children are vulnerable to extremist ideology
and radicalisation. We recognise that safeguarding against radicalisation and extremism is no different
to safeguarding against any other vulnerability in today’s society. We will ensure that as part of our
whole safeguarding approach we include and consider the following:

. Extremism is the vocal or active opposition to our fundamental values, including
democracy, the rule of law, individual liberty and the mutual respect and tolerance of
different faiths and beliefs. This also includes calling for the death of members of the
armed forces.

. Radicalisation refers to the process by which a person comes to support terrorism and
extremist ideologies associated with terrorist groups.
. Terrorism is an action that endangers or causes serious violence to a person/people; causes

serious damage to property; or seriously interferes or disrupts an electronic system. The
use or threat must be designed to influence the government or to intimidate the public and
is made for the purpose of advancing a political, religious or ideological cause.

We have taken the following measures to ensure that our children are kept safe:
o We teach a broad and balanced curriculum which promotes spiritual, moral, social and cultural
development and prepares them for the opportunities, responsibilities and experiences of life.

o We raise awareness by providing a PSHE curriculum including the delivery of e-safety and
‘preventing extremism and radicalisation’ lessons that challenge the extremist narratives.
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o We implement effective anti-bullying policies.

o Our SMSC programme and school ethos promotes the core values of democratic society,
student voice and participation.

o We draw upon the experiences and skills of West Mercia Police to raise staff awareness on key
issues around extremism and radicalisation.

o We monitor student relationships closely both in lessons and unstructured time and quickly
intervene with students at risk of being isolated.

3.4 Sexual Harassment and Sexual Violence

Sexual Violence and Sexual Harassment can occur between two children of any age and sex. It can also occur
through a group of children sexually assaulting or sexually harassing a single child or group of children. Sexual
Violence and Sexual Harassment exists on a continuum and may overlap; it can occur online (via mobile
phones and electronic devices) and face to face (both physically and verbally). It is never acceptable.

Bishop Perowne, Church of England College will respond to ALL reports of child on child Sexual Violence and
Sexual Harassment. Further information can be found at: Sexual Violence and Sexual Harassment between
Children in Schools and Colleges.

Our Staff are aware of the importance of:

. Making clear that sexual violence and sexual harassment is not acceptable, will never be tolerated
and is not an inevitable part of growing up

o Not tolerating or dismissing sexual violence or sexual harassment as “banter”, “part of growing up”,
“just having a laugh” or “boys being boys”

o Challenging behaviours (potentially criminal in nature), such as grabbing bottoms, breasts and
genitalia, flicking bras and lifting up skirts. Dismissing or tolerating such behaviours risks normalising them.

If a member of staff, parent or child reports that a sexual violence or sexual harassment incident has occurred
then the college will follow its usual safeguarding referral process and speak with the designated
safeguarding lead (or a deputy). We will also deal and record the incident as a serious breach of our college
behaviour policy and apply the normal due process in terms of an investigation. Further details about our
response can be found in the Safeguarding and Child Protection Policy.

3.5 Definitions of Sexual Violence and Sexual Harassment

Sexual Violence

Bishop Perowne college staff are aware of sexual violence and the fact children can, and sometimes do,
abuse their peers in this way. When referring to sexual violence we are referring to sexual offences under
the Sexual Offences Act 2003 as described below:

Rape: A person (A) commits an offence of rape if: he intentionally penetrates the vagina, anus or mouth of

another person (B) with his penis, B does not consent to the penetration and A does not reasonably believe
that B consents.
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Assault by Penetration: A person (A) commits an offence if: s/he intentionally penetrates the vagina or
anus of another person (B) with a part of her/his body or anything else, the penetration is sexual, B does
not consent to the penetration and A does not reasonably believe that B consents.

Sexual Assault: A person (A) commits an offence of sexual assault if: s/he intentionally touches another
person (B), the touching is sexual, B does not consent to the touching and A does not reasonably believe
that B consents.

What is consent? Consent is about having the freedom and capacity to choose. Consent to sexual activity
may be given to one sort of sexual activity but not another, e.g.to vaginal but not anal sex or penetration
with conditions, such as wearing a condom. Consent can be withdrawn at any time during sexual activity
and each time activity occurs. Someone consents to vaginal, anal or oral penetration only if s/he agrees by
choice to that penetration and has the freedom and capacity to make that choice.

Sexual harassment
When referring to sexual harassment we mean ‘unwanted conduct of a sexual nature’ that can occur online
and offline. When we reference sexual harassment, we do so in the context of child on child sexual
harassment. Sexual harassment is likely to: violate a child’s dignity, and/or make them feel intimidated,
degraded or humiliated and/or create a hostile, offensive or sexualised environment.
Whilst not intended to be an exhaustive list, sexual harassment can include:

e Sexual comments, such as: telling sexual stories, making lewd comments, making sexual remarks

about clothes and appearance and calling someone sexualised names.

e Sexual “jokes” or taunting.

e Physical behaviour, such as: deliberately brushing against someone, interfering with someone’s
clothes (schools and colleges should be considering when any of this crosses a line into sexual
violence - it is important to talk to and consider the experience of the victim) and displaying pictures,
photos or drawings of a sexual nature; and

e Online sexual harassment. This may be standalone, or part of a wider pattern of sexual harassment
and/or sexual violence.

It may include non-consensual sharing of sexual images and videos.

. Sexualised online bullying.
o Unwanted sexual comments and messages, including, on social media.
. Sexual exploitation; coercion and threats; and up skirting.

Further details about our response can be found in the Safeguarding and Child Protection Policy.

3.6 Child on Child Abuse

All our staff are aware that children can abuse other children (formerly referred to as peer on peer abuse).
And, that it can happen both inside and outside of our College as well as online (including via mobile phones
and electronic devices). It is important that all our staff recognise the indicators and signs of child on child
abuse and know how to identify it and respond to reports. All our staff understand that even if there are no
reports of it happening it does not mean it is not and it may be the case that it is just not being reported.
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All our staff understand the importance of challenging inappropriate behaviours between children, many of
which are listed below, that are actually abusive in nature. Downplaying certain behaviours, for example
dismissing sexual harassment as “just banter”, “just having a laugh”, “part of growing up” or “boy being boys”
can lead to a culture of unacceptable behaviours, an unsafe environment for children and in worst case
scenarios a culture that normalises abuse leading to children accepting it as normal and not coming forward

to report it.

At Bishop Perowne Church of England College we are committed to working with students to keep them safe
and free from any episodes of Child on Child abuse. Child on Child abuse can take many forms. This can
include (but is not limited to):

. Bullying (including cyberbullying, prejudice-based and discriminatory bullying)
o Abuse in intimate personal relationships between peers
. Physical abuse such as hitting, kicking, skating, biting, hair pulling, or otherwise causing physical harm

(this may include an online element which facilitates, threatens and/or encourages physical abuse)

o Sexual violence, such as rape, assault by penetration and sexual assault; (this may include an online
element which facilitates, threatens and/or encourages sexual violence)

o Sexual harassment, such as sexual comments, remarks, jokes and online sexual harassment , which
may be standalone or part of a broader pattern of abuse

o Causing someone to engage in sexual activity without consent , such as forcing someone to strip,
touch themselves sexually, or to engage in sexual activity with a third party

. Consensual and non-consensual sharing of nudes and semi nudes’ images and/or videos (also known
as sexting or youth produced sexual imagery)

o Upskirting, which typically taking a photograph under a person’s clothing without their permission,
with the intention of viewing their genitals or buttocks to obtain sexual gratification, or cause the victim
humiliation, distress or alarm

o Initiation/hazing type violence and rituals (this could include activities involving harassment, abuse
or humiliation used as a way of initiating a person into a group and may also include an online element)

Our consequences ladder makes it very clear that these offences are serious breaches of the college
behaviour policy and will result in significant consequences. In the case of any of these incidents occurring,
we will work with victims, perpetrators and parents.

3.7 The power to screen, search and confiscate items.

We believe that it is important the students are open and honest. We regularly hold equipment checks to
ensure that students are not bringing in prohibited items to College, it is important that College is a safe and
secure environment conducive to good learning.

3.7.1 Searches and Confiscation

College staff can search a student for any item if the student agrees. Staff, authorised by the Headteacher,
also have a statutory power to search students or their possession, without consent, where they have
reasonable grounds for suspecting that the student may have a prohibited item. Prohibited items include;
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pornographic images on mobile phones and any article that the member of staff suspects or feels are likely
to be used to cause personal injury. Further details are set out below:

Headteachers and staff they authorise have a statutory power to search a student or their possessions where
they have reasonable grounds to suspect that the student may have a prohibited item listed:
Prohibited List

e Knives and weapons

e Alcohol

o lllegal drugs

e Stolen items

Or any article that a member of staff reasonably suspects has been, or is likely to be used:
e To commit an offence

e To cause personal injury to, or damage to property of; any person (including the student)

Or an article specified in regulations:
e Tobacco and cigarette papers
e Fireworks

e Pornographic images

Banned List:
We also include e-cigarettes/vapes and/or any item considered to be potentially dangerous. These are
banned items in school.

Authorised staff members can confiscate any item they find that they have reasonable grounds for
suspecting:

e Poses a risk to staff or pupils

e Is a prohibited or banned item

e [s evidence in relation to an offence

Authorised staff members may examine any data or files on an electronic device that they have confiscated,
if they have good reason to do so. You should reasonably suspect that the device has (or could be used to):
e Cause harm
e Undermine the safe environment of the school or disrupt teaching
e Commit an offence

In considering whether a search is necessary the Headteacher or authorised staff member will:
e Make an assessment of how urgent the search is, and consider the risk to other students and staff

e Explain to the student why they are being searched, how and where the search will happen, and give
them the opportunity to ask questions about it
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e Always seek the student's cooperation

If a student refuses to cooperate the authorised member of staff will first consider why this is, and act
proportionally. It may be that the student:

e Isin possession of a prohibited or banned item
e Doesn’t understand your instructions or what a search will involve

e Has had a previous distressing experience of being searched

If the student still refuses to cooperate the Headteacher/ Deputy Headteacher/ Lead DSL or the Assistant
Headteacher in charge of Behaviour should be informed to help support and advise the next steps. During
this time, the student may be supervised somewhere away from other students. Next steps may include:

A further sanction in line with our behaviour policy,

e Involving parents/carers

e Involving the Police

e Use of reasonable force to conduct the search for a prohibited item. Taking this option should be a
last resort to prevent the student from harming themselves or others, damaging property or causing
disorder. Reasonable force can only be used to search for items on the Prohibited List and those
items banned by the school (Banned List).

If a search is deemed necessary we will search the student in an appropriate location that offers privacy
away from other students. Authorised staff can search a student’s pockets and require students to
remove outer clothing, meaning clothes that are not worn directly next to the skin or over underwear.
Outer clothing also includes:

e Gloves
e Scarves
e Shoes

We may use a ‘wand’ to help support the search. Authorised staff can search lockers, desks and bags in the
presence of the student and another member of staff. The member of staff conducting the search must be
of the same sex as the student being searched. There must be another member of staff present as a witness
to the search. There is a limited exception to this rule. This is that a member of staff can search a student of
the opposite sex and/or without a witness present only:
o If the member of staff carrying out the search reasonably believes there is risk that serious harm will
be caused to a person if the search is not carried out as a matter of urgency; and
e Inthe time available, it is not reasonably practicable for the search to be carried out by a member of
staff who is same sex as the pupil or it is not reasonably practicable for the search to be carried out
in the presence of another member of staff.
In the rare occasions where a member of staff conducts a search without a witness they should immediately
report this to another member of staff, and ensure a record of the search is kept.
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Our school staff are not allowed to carry out strip searches, including the Headteacher and authorised staff.
Only police who have been asked to come to the school may decide whether a search is necessary and carry
it out. The police can only carry out a search if they:

e Think this is necessary to remove an item related to a criminal offence, and

e Reasonably consider the student might have concealed such an item

Therefore, we will only call the police into school as a last resort. We will always put the best interest of the
child first. This means that before we decide to call the police into school we will:

Make sure that we've exhausted other approaches

Carefully weigh up the risks to the student’s mental and physical wellbeing with the need to conduct a search

On these occasions the school role is to act as an advocate for the student and their well-being. The police
cannot overrule your safeguarding duty, for example by requesting that the appropriate adult leave the room
when they talk to the student. The police must follow on page 13 of the DfE's searching, screening and
confiscation guidance throughout.

All searches must be recorded on CPOMS and the parents/carers should be informed.

Further details can be found at:
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment data/file/1091

132/Searching Screening and Confiscation guidance July 2022.pdf

3.7.2 Mobile Phone or Smart style devices linked to a phone and Electronic Devices
Confiscation/Sanction

College staff can seize any prohibited item found as a result of a search or any item which they consider
harmful or detrimental to College discipline.

¢ If a mobile phone or Smart style devices linked to a phone is seen by a member of staff inside the
building, the mobile ‘phone or Smart style devices linked to a phone will be immediately
confiscated by that member of staff.

e Confiscated phones or Smart style devices linked to a phone are taken to Student Services for
safekeeping.

¢ When a mobile phone or Smart style devices linked to a phone is confiscated, and if it is the first of
this type of offence for the student, a second consequence for unauthorised use of a mobile phone
a detention will be issued and recorded.

e On the first occasion in which a student’s phone or Smart style devices linked to a phone is
confiscated, the student can collect their mobile phone or Smart style devices linked to a phone
from Student Services at the end of the College Day.

¢ On the second and subsequent occasions in which a student’s phone or Smart style devices linked
to a phone is confiscated within a school term, their parent/carer will be contacted and asked to
collect the ‘phone or Smart style devices linked to a phone in person. The student will have a
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second consequence for unauthorised use of a mobile phone recorded on their behaviour log. The
College will not give the mobile phone or Smart style devices linked to a phone back to the student
on the second or subsequent offence within a term. If the parent/carer cannot come into College to
collect the mobile phone or Smart style devices linked to a phone, it will be kept in a locked
cupboard until the parent/carer can collect it.

e Time in our Behaviour Recovery Room may be issued, along with a 40-minute detention for every
third and subsequent occasion in which a phone or Smart style devices linked to a phone is
confiscated from the same student within a term.

¢ Any student who refuses to hand over a mobile phone or Smart style devices linked to a phone
when asked to do so will be removed from their lesson and their refusal will be treated as a serious
breach of the school Behaviour and Relationships Policy. They will spend the remainder of the day
out of circulation and will also serve a second consequence for unauthorised use of a mobile phone.
Parents may also be asked to come into College to discuss. We may also insist that each morning,
the student hands over their phone to Student Services for the day to prevent a further Serious
Breach of our policy again.
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4 DISSEMENATION

4.1 Promoting Awareness

We will raise awareness of this policy via:

o The College website www.bishopperowne.co.uk

o Meetings with College personnel and volunteers

. Reports such as the annual report to parents and Head teacher reports to the Governing Board
4.2 Training
All school personnel:

o Receive training on induction which specifically covers:

o All aspects of this policy
o Receive periodic training so that they are kept up to date with new information;
o Receive equal opportunities training on induction in order to improve their understanding of

the Equality Act 2010 and its implications.

4.3 Monitoring the Effectiveness of the Policy

This policy will be reviewed every two years or when the need arises.
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Glossary of terms used within this policy and procedure document. For the full Glossary of terms used at

Bishop Perowne CE College, please refer to the document “REF-02 Glossary of Terms”.

Bishop Perowne CE College
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